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Abstract

Analog processing-using-memory (PUM; a.k.a. in-memory
computing) makes use of electrical interactions inside memory
arrays to perform bulk matrix—vector multiplication (MVM)
operations. However, many popular matrix-based kernels
need to execute non-MVM operations, which analog PUM
cannot directly perform. To retain its energy efficiency, ana-
log PUM architectures augment memory arrays with CMOS-
based domain-specific fixed-function hardware to provide
complete kernel functionality, but the difficulty of integrating
such specialized CMOS logic with memory arrays has largely
limited analog PUM to being an accelerator for machine learn-
ing inference, or for closely related kernels. An opportunity
exists to harness analog PUM for general-purpose computa-
tion: recent works have shown that memory arrays can also
perform Boolean PUM operations, albeit with very different
supporting hardware and electrical signals than analog PUM.

We propose DARTH-PUM, a general-purpose hybrid PUM
architecture that tackles key hardware and software chal-
lenges to integrating analog PUM and digital PUM. We pro-
pose optimized peripheral circuitry, coordinating hardware to
manage and interface between both types of PUM, an easy-to-
use programming interface, and low-cost support for flexible
data widths. These design elements allow us to build a practi-
cal PUM architecture that can execute kernels fully in memory,
and can scale easily to cater to domains ranging from embed-
ded applications to large-scale data-driven computing. We
show how three popular applications (AES encryption, con-
volutional neural networks, large-language models) can map
to and benefit from DARTH-PUM, with speedups of 59.4%,
14.8%, and 40.8% over an analog+CPU baseline.
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1 Introduction

Modern systems often suffer from the overheads of moving
data between the CPU cores and the memory subsystem, with
latencies and energy costs that are several orders of magnitude
greater than those of computational instructions [12, 21, 101].
These overheads are particularly harmful for many modern
and emerging workloads from machine learning [22, 33, 135],
to databases [23, 49, 113], to scientific computing [58, 109,
110, 118]. Processing-using-memory (PUM; also known as in-
memory computing or in situ computing) offers a potential
solution to circumvent data movement overheads, by enabling
intelligent memories that leverage the electrical interactions
of the memory devices to realize a meaningful computation.

PUM has attracted substantial interest in both academia [38,
82,102, 137, 166] and industry [59, 60, 90] due to its potential
for large performance and energy improvements. PUM can
be classified as analog or digital, with both types having been
explored in a variety of applications [25, 79, 80, 122, 133, 148,
165, 166] and memory device types [1, 26, 30, 34, 35, 71, 120].

Analog PUM is usually characterized by its ability to store
multiple bits per cell and compute fast, though sometimes
approximate, matrix—vector multiplies by using a combina-
tion of Ohm’s Law and Kirchhoff’s Current Laws. Although
promising, analog PUM is susceptible to noise and other ana-
log non-idealities; therefore, analog PUM has primarily been
applied as a matrix-multiply accelerator for algorithms re-
silient to such errors (e.g., machine learning [2, 9, 19, 20, 127]
and scientific computing [25, 126, 152, 171]). While analog
PUM has spurred significant research and commercial proto-
types[59,60, 90], it requires expensive peripheral circuits (e.g.,
analog-to-digital and digital-to-analog converters), and either
dedicated specialized function units or constant host-PUM
communication to perform non-matrix operations required
for machine learning and scientific computing. This highly
constrains analog PUM’s applicability and benefits.

In contrast, digital PUM (i.e., Boolean PUM) is often much
more error-resilient and can perform general-purpose com-
putations. Notably, digital PUM uses single-bit cells and often


https://doi.org/10.1145/3779212.3790151
https://doi.org/10.1145/3779212.3790151

ASPLOS ’26, March 22-26, 2026, Pittsburgh, PA, USA

realizes a Boolean operator between memory devices [71, 121,
138]. When executed sequentially, these sequences are able
to perform any computation, similar to a CPU. Thus, digital
PUM has been applied to a variety of data-intensive work-
loads [38, 102, 137]. Despite having been explored in a variety
of memory devices, including SRAM [1, 24, 29, 61, 143, 144],
DRAM ([31, 32, 38, 51, 81, 98-100, 102, 119-121, 163, 164],
ReRAM [71, 79, 137, 138], MRAM [4-6, 35, 158], PCM [14, 34,
41, 82], and NAND flash [15, 30, 62, 104, 124, 139, 140], digital
PUM often performs substantially worse compared to its ana-
log counterparts when executing matrix-based applications.

Prior works have shown that analog PUM can be special-
ized for specific applications (e.g., hyper-dimensional com-
puting [85], transformers [80, 125]) with the addition of dig-
ital PUM built to support application-specific functionality.
Although these works leverage both domains of PUM com-
putation, they do not harness the generality of digital PUM
in a way that can be extended to other applications. Our goal
in this work is to demonstrate that with careful design, a
true hybrid PUM architecture can integrate both analog and
digital PUM such that the same architecture can provide a
best-of-both-worlds solution across many domains.

We propose DARTH-PUM (Digital-Analog Resistive Tiles
for Hybrid Processing-Using-Memory), which combines both
analog and digital PUM onto the same chip. DARTH-PUM
avoids the need for external (i.e., PUM-CPU) data movement
or application-specific functional units, by taking advantage
of the generalizable properties of digital PUM. We explore the
design choices and functionality required to enable a hybrid
PUM chip capable of executing a variety of applications with-
out hardware redesign. DARTH-PUM can execute a variety
of applications (and datasets) by supporting auxiliary oper-
ations needed by analog PUM in nearby digital PUM units.
DARTH-PUM provides flexible functionality, with support
for previously proposed techniques that optimize both analog
(e.g., accuracy [125], noise mitigation [151], bit-slicing [149])
and digital (e.g., vector computing [1], bit-pipelining [137])
PUM independently. Furthermore, DARTH-PUM supports a
variety of bit width operands in both digital and analog PUM.

We make a series of key insights about flexible hybrid PUM.
(1) It can substantially reduce communication costs, as well
as capacity overheads, of digital PUM. (2) It can support a
wide variety of bit-width operands without the need for re-
designing expensive post-processing circuitry; furthermore,
digital PUM can support all auxiliary operations needed by
analog-PUM-accelerated kernels. (3) Bottlenecks with digital-
to-analog conversions and vice-versa can originate from both
analog and digital periphery. The rate at which analog and
digital PUM arrays produce and consume data can directly
affect the number of required peripheries (e.g., ADCs). We
analyze which functionalities are required for hybrid PUM
(e.g., memory I/O), overheads (e.g., inter-tile communication)
when executing these applications, and how to cleanly rate
match the analog-to-digital conversions (and vice-versa).
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We demonstrate the performance benefits of DARTH-PUM
and highlight its flexible nature by evaluating it on a collection
of three different workloads: cryptography, convolutional
neural networks, and large-language models. Compared to an
analog-only PUM accelerator coupled with a state-of-the-art
CPU, DARTH-PUM achieves a 59.4X, 14.8%, and 40.8X perfor-
mance improvement while reducing energy by 39.6X, 51.2%,
and 110.7X for the aforementioned workloads, respectively.

2 Background

In this section, we provide a brief summary of background
information related to analog PUM and digital PUM.

2.1 Processing-in-Memory

Processing-in-memory (PIM) broadly encompasses the tech-
nique of bringing computation closer to the memory (or stor-
age) substrate. PIM can be broadly divided into two categories:
processing-near-memory (PNM) and processing-using-memory
(PUM). PUM [48, 56, 57, 63, 64, 75, 92, 106, 114] adds compute
capabilities to the memory by integrating conventional logic
close to the memory arrays. In contrast, PUM enables compu-
tation in the memory by leveraging the electrical characteris-
tics of the memory devices to realize meaningful computation.
This work focuses on the trade-offs associated with an archi-
tecture capable of both analog and digital PUM.

2.2 Processing-Using-Memory

Both analog and digital PUM have been explored for anumber
of application contexts [15, 17, 25,45, 77, 122, 123, 154], across
a wide range of memory technologies [1, 30, 34, 35, 73, 120,
121, 150]. In this work, we use ReRAM because of its relatively
mature support for both analog and digital operations.

2.2.1 Analog PUM. Analog PUM is often characterized by
its ability to store multiple bits per device and has been ex-
plored as both an accelerator for matrix—vector multiplication
(MVM) and as an analog content-addressable memory (CAM;
Section 8). In this work, we focus on using analog PUM for ef-
ficient MVM, as DARTH-PUM builds upon this functionality.

Computation in analog PUM leverages the shared bitline
within the memory array to execute add operations between
all devices along the bitline in parallel. Therefore, the bitline
can efficiently realize a multiply-and-accumulate (MAC) op-
eration.! Furthermore, by activating the entire analog array
in parallel, full vector-matrix (or matrix—vector) multiplies
can be realized. Despite its promise as an efficient MVM ac-
celerator, analog computation is susceptible to noise, limiting
its applicability. Therefore, analog PUM has primarily been
explored as part of application domains such as machine learn-
ing[11,20,44,52,122,147,162], cloud analytics [17], scientific
computing [25, 126, 152, 171], neuromorphic computing [45],
and graph applications [84, 128].

! Analog PUM can also use single-level devices (i.e., one bit per device), with
the computation remaining a MAC.
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Figure 1 shows an example of a 2x2 matrix multiplied by
a 2X1 input vector. To execute the MVM, the matrix values
are first programmed into the crossbar, usually in the form of
resistances (or conductance, G= ]—12) Each element of the input
vector is then applied as a voltage to the wordlines (@). Using
Ohm’s Law (I = %), an element-wise multiply can be realized
between the input and device (@) The current through each
device is proportional to the input voltage times the device
conductance (@). Similarly, by Kirchhoff’s Current Law, the
current through each device along the bitline is summed, real-
izing the accumulation. Finally, to read out the value, analog
PUM frequently employs the use of analog-to-digital convert-
ers (ADCs), which convert the analog current or voltages into
the discrete digital value of the MVM output (€)).
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Figure 1. Matrix-vector multiply with analog PUM.

Bit-Slicing. For an analog PUM device, its effective max-
imum bit precision is approximately 6-12 bits, often con-
strained by the precision of the ADC used for the write-verify
programming schemes. To realize larger-width operands, bit-
slicing techniques [122, 149] split each stored N-bit value
into smaller % bit values, where M is the number of bits that
can reliably be stored in a single device. Figure 2 shows how
a 4-bit value can be bit-sliced into two 2-bit values, which
are then separated into different arrays (e.g., Array 1 stores
Value[3:2], while Array 0 stores Value[1:0]). During MVM,
each array executes the multiply independently, resulting in
multiple partial products. To recombine the partial products
into a single result, a post-processing step shifts the partial
products based on the relative bit positions of each bit slice.
In the example, the products from Array 1 must be shifted left
by two bit-positions to account for bit-slicing. In contrast, the
products from Array 0 are not shifted (i.e., shift by zero). The
results are then added together forming the full output.

Bit-slicing can also be applied to input values, alleviating
the need for high-range digital-to-analog converters (DACs).
An N-bit input can be sequentially applied, which results in N
partial products, which are handled during post-processing.
Notably, this recombination step is similar to the long-mul-
tiplication algorithm. An in-depth discussion on bit-slicing
for analog PUM can be found in prior work [149].
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Figure 2. Bit-slicing matrix values.

Peripheral Circuitry. Peripheral circuitry remains a sub-
stantial challenge for many analog PUM accelerators. First,
the array must be accompanied by costly analog-to-digital
converters (ADCs), which convert the analog output current
(or voltage) back into the discrete digital bit values. Second,
digital-to-analog converters (DACs) must be used to convert
the digital inputs into analog input voltages. Together, these
periphery consume a non-trivial amount of energy and area,
degrading the analog PUM efficiency. Furthermore, analog
PUM requires additional logic for post-processing operations
beyond the shift-and-add operation. For example, additional
logic, often in the form of custom CMOS components, must
be added to the analog chip to execute auxiliary functions
(e.g., activation functions in machine learning workloads),
reducing the performance and flexibility of analog PUM.

Analog-to-Digital Converters. For analog PUM, the type
of ADC used can affect performance, power, and precision.
Ramp ADCs [130, 150] operate by comparing the input voltage
with a predetermined reference voltage. After each compar-
ison, the reference voltage is increased and compared again.
By iterating linearly over N increments, ramp ADCs take
N cycles to fully digitize the analog input. While ramp ADCs
are often slower than other ADC types, they can share the
power-hungry reference generator, increasing efficiency in
applications where parallel readout is beneficial. Successive-
approximation register (SAR) ADCs [70] by contrast use binary
search over the ADC range, requiring log(N) comparisons to
find the correct output value. As an iterative binary search
cannot be easily parallelized, SAR ADCs used for analog PUM
typically use a high-speed analog multiplexer to iterate over
all the outputs. In the context of bit-sliced systems, this ap-
proach has another advantage, since only a single value is
output from the ADC at a time, thus only a single set of shift-
and-add logic is required.

Analog Non-Idealities. Analog devices are susceptible to
noise. For example, many devices [142, 155] exhibit non-linear
resistances (and therefore non-linear I-V curves), causing
imprecision during programming. Other non-idealities may
affect device state over time (e.g., drift), and random perturba-
tions on the bitline or device may affect the computation result.
Thus, analog PUM is often treated as an approximate solution
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and has primarily been applied to applications with inherent
error tolerance (e.g., ML [26, 116]). These non-idealities have
been widely observed in a variety of prior works [151].

Handling Negative Numbers. Negative number repre-
sentation can be a challenge for analog arrays as resistance is
a strictly positive quantity. Two widely used representations
are offset subtraction [7, 45, 46, 91, 122, 159] and differential
cell pairs [19, 36, 55, 88, 160]. Offset subtraction (Figure 3a)
splits the conductance range into two regions, wherein a con-
ductance below the midpoint is a negative value, while one
above the midpoint is positive. To compute the final value, an
offset is subtracted from the result of the ADC. Differential
cell pairs (Figure 3b) utilize two discrete devices to represent
negative and positive values while applying input voltages of
opposite polarity. Unlike offset subtraction, differential cell
pairs do not require an offset scalar as the resulting current is
directly proportional to the result. This work utilizes differen-
tial pairs, which has been shown to have increased resilience
against parasitic effects [153]. For a more detailed discussion
on number representations, we defer to prior work [151].
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Figure 3. Number representations for the range [-3, +3].

2.2.2 Digital PUM. Digital (i.e., Boolean) PUM has demon-
strated potential to accelerate data-intensive applications [102,
119, 121, 137] due to its ability to implement bulk bitwise op-
erators with minimal errors. Two features that often sepa-
rate digital and analog PUM are that digital PUM (1) often
stores only a single bit per device, and (2) operates by real-
izing a Boolean logic operator between two input cells, cre-
ating discrete outputs of ‘0’ and ‘1. Digital PUM has been
explored in a wide variety of contexts including SRAM [1,
24, 29], DRAM [31, 38, 81, 102, 121], ReRAM [71, 137, 138],
MRAM [35, 158], PCM [14, 34, 82], and NAND flash [30, 104].
Each digital PUM implementation chooses one of several logic
families [37, 71, 138], which correspond to the specific device,
Boolean primitives, and corresponding voltages and operat-
ing parameters needed to realize the digital PUM operations.

Ryan Wong, Ben Feinberg, & Saugata Ghose

One recently proposed logic family, OSCAR [138], imple-
ments the NOR and OR primitives using ReRAM devices. Fig-
ure 4 shows an example of the OSCAR NOR primitive, which
uses four ReRAM devices as two inputs, an output, and a load
resistor. To execute the NOR primitive, the two input bitlines
aredriven to Vyog, the output bitline is driven to Vyor+A, and
the load resistor bitline is set to GND (with the resistor itself
set between Rop and Ry). The wordline is then electrically
disconnected, leaving it in a floating state; thus, the word-
line is perturbed by the interactions between the input cell
states, the output cell state, Vyog, and Vyor+A. Depending
on the cell states, a current flows through the output device
towards ground and changes the state of the output device.’
To improve performance, entire columns of devices may be
activated in parallel (with all wordlines in the array floated),
allowing for entire vectors of operands to simultaneously
execute the same primitive.

float

Figure 4. Boolean PUM operation with OSCAR NOR.

Beyond OSCAR NOR, prior works have realized several
different Boolean operators (e.g., AND [104, 119], OR [119],
NOR [71, 138], XOR [37], NOT [1, 121], IMPLY [72, 73]), which
provide different trade-offs and expressiveness. Because logic
families are typically Boolean complete, the PUM operations
can be chained together to realize more complex operations
(e.g., add, sub, cosine, square root). Digital PUM often relies
on bit-serial computation, wherein each bit of the output is
computed sequentially, which significantly increases the la-
tency of a single operation [137]. Despite this overhead, digital
PUM can execute any arbitrary function, enabling the same
flexibility afforded to conventional CPUs.

Bit-Pipelining. Toimprove throughput, RACER [137] pro-
poses bit-pipelining for digital PUM operations. In RACER, an
N-bit pipeline is composed of N discrete digital PUM arrays.
Accordingly, an N-bit value is bit-striped across all arrays
(i.e., each array contains a single bit position of the value).
Therefore, each array in the pipeline can independently ex-
ecute a different operation, enabling N times improvement
in throughput. Figure 5 shows how data is striped in a 4-bit
pipeline. Each vector register (VR) contains four elements (A-
D in our example), which are distributed to different rows of
the pipeline. Each element is bit-striped across the arrays (e.g.,
for all elements in VR2, bit 0 is placed in column 2 of array 0).
Because operands are striped across different arrays in the

By using a fourth resistor, OSCAR can properly balance the voltage division
across the four devices, increasing fidelity of the operation.
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Figure 5. Data layout for digital PUM pipeline.

same row, different rows may contain different values; there-
fore, a pipeline with M rows can execute an M-element vector
in parallel. Due to design constraints (e.g., limited peripheral
circuitry), vector register elements can only interact with
other bits along the same row (e.g., VR element B can only
execute a Boolean primitive with VR y element B). Although
bit-pipelining can substantially improve the performance for
many data-parallel applications, this technique alone leaves
substantial performance opportunities compared to analog
PUM for matrix-based algorithms.

3 Motivation: The Potential of Hybrid PUM

Thelimited flexibility of analog PUM hasled researchers to pri-
marily focus on application- or domain-specific accelerators,
designed and tuned with specific peripherals and specialized
function units (SFUs). In contrast, digital PUM has enabled a
wide range of general-purpose accelerators, but leaves a large
gap in performance for MVM-style kernels.

Hybrid PUM can address these issues by combining the
complementary behavior of analog and digital PUM, without
the need for SFUs. However, as we show in this section, simply
combining two high-performance schemes is insufficient to
realize the full potential of hybrid PUM, as combining the
two domains requires careful balancing and coordination
between them. To illustrate why, we compare three different
architectures, as shown in Figure 6: (1) digital PUM (D), a
RACER pipelined microarchitecture [137] that performs NOR
operations using the OSCAR logic family [138] in ReRAM
arrays; (2) analog PUM (A), a ReRAM-based version of Xiao
et al. [150], where non-MVM operations are performed by a
4 GHz 8-core Arm CPU with 256-bit vector extensions; and
(3) nine configurations of a naively combined hybrid PUM
(H), each with different digital PUM and analog PUM array
counts, where digital PUM performs non-MVM operations.
These comparisons are iso-area to the Arm CPU (except for
A, whose analog PUM area is treated as free).

Digital PUM Ctrl o BH |, ||o] B o] HH o] ™
SR W | |8 w8 s (|8 = 18] s
W WY [Ac] | [Aoc] [Apc || [Apc |
> o o 11ttt
Digital PUM Ctrl [ Digital PUM Ctrl ]
(a) Digital PUM (b) Analog PUM (c) Naive Hybrid PUM

Figure 6. Motivating architectures.
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We explore the shortcomings of these architectures using
AES (the Advanced Encryption Standard), a widely used block
cipher [93, 94].% To encrypt data, a 16 B input (plaintext) is
organized as a 4x4 matrix. The AES algorithm consists of
four main steps: (1) SubBytes, which replaces each byte of
the plaintext block with a byte from the substitution matrix
(S-box); (2) ShiftRows, which cyclically left-shifts each row
based on a predefined value; (3) MixColumns, which is a ma-
trix multiply between the plaintext and a predefined matrix;
and (4) AddRoundKey, which executes an XOR operation be-
tween the generated key and the plaintext. Figure 7 shows
the iso-area throughput of AES-128 encryption for our three
architectures. We make three observations from the figure.
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Figure 7. Throughput of AES-128 encryption with digital (D),
analog (A), and naive hybrid (H) PUM with the OSCAR and

ideal logic families, normalized to D with OSCAR.

First, analog PUM performs only 18% better than digital
PUM, even though AES involves many MVMs. This is because
three of the four AES steps cannot be performed using analog
PUM, and must be offloaded to the CPU. To analyze this fur-
ther, we study the CPU performance of AES using the gem5
simulator [87], and find that non-MVM operations consume
a majority of the execution time (even when including the
data-movement overheads), being bottlenecked by the limited
parallelism in the CPU compared to the analog PUM chip.

Second, most hybrid PUM configurations outperform both
our pure digital PUM and pure analog PUM configurations.
We note that as we start from a fully digital PUM chip and
convert some of the area into analog PUM arrays, the perfor-
mance increases up to a peak point (configuration H-5), as
the inclusion of analog PUM significantly accelerates the bot-
tleneck step (MixColumns). Beyond the peak, as more digital
PUM area is converted to analog PUM, fewer digital PUM
arrays are available, shifting the bottleneck to the inability to
perform enough plaintext encryptions in parallel. At its peak,
hybrid PUM performs 3.54X better than digital PUM.

Third, the choice of logic family has minimal impact on
most hybrid PUM configurations. We introduce an ideal logic
family, capable of performing any two-input Boolean opera-
tion within a single cycle, to observe if a NOR-only architecture
is a limiting factor. This builds upon architectures such as
FELIX [37], which show benefits for digital PUM by diversi-
fying the number of available Boolean operators. While the

3For a detailed explanation of AES, see Section 5.3.
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Figure 8. DARTH-PUM architecture.

pure digital PUM configuration sees a 2.1X improvement in
throughput, due to significant reductions in executing the
MixColumns MVM operations, this still falls short of a hybrid
PUM configuration with just a small number of analog arrays
and only OSCAR support. In the best case for hybrid PUM, an
ideal logic family increases throughput over OSCAR by only
3.2%. This means that we can build a hybrid PUM architec-
ture without needing to support multiple Boolean operators,
for which each additional operator increases the peripheral
circuit area and complexity [37, 138].

From our analysis, we make two conclusions: (1) hybrid
PUM can offer significant performance benefits by offering
the best of both digital PUM and analog PUM in an iso-area
footprint; and (2) hybrid PUM does not need complex logic
families or SFUs to achieve its performance, improving its
memory density and significantly simplifying the chip design.
However, we note that for our naive hybrid architecture to be
successful, we would have to do a similar sweep of configu-
rations for each separate architecture. In Section 4, we show
how we can avoid such customization by instead introduc-
ing co-designed hardware—software support to design and
optimize a practical multi-domain hybrid PUM architecture.

4 DARTH-PUM System Design

Based on our conclusions from Section 3, we propose DARTH-
PUM, a fixed architecture capable of providing best-of-both-
worlds (i.e., digital PUM and analog PUM) benefits across
many application domains. DARTH-PUM consists of two
parts, as shown in Figure 8: (1) a front-end controller, which
can fetch and decode hybrid PUM instructions (Section 4.4)
and issue PUM-specific pops; and (2) a back end composed of
multiple hybrid compute tiles (HCTs).

Hybrid Compute Tile. Each HCT contains (1) an analog
compute element (ACE), (2) a digital compute element (DCE),
and (3) auxiliary components that manage the flow of pops
and optimize interactions between the ACE and DCE. An ACE
contains 64 analog arrays and peripheral circuitry required for
computation. A DCE contains 64 RACER-based digital PUM
pipelines, provisioned to provide storage and sufficient output
pipelines for analog MVMs, and RACER control circuitry that
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includes a digital issue queue to dispatch pops to digital arrays
within each pipeline. We connect the ACE and DCE using an
I/0 data transfer network capable of transferring 8 B per cycle,
which is chosen to rate-match analog-to-digital converter
(ADC) throughput with DCE write bandwidth.

We introduce four types of auxiliary components in an
HCT, as shown in Figure 8, to coordinate kernel execution
and address issues with the naive hybrid PUM architecture
from Section 3. First, we introduce an analog—-digital interface
that consists of shift units and ADCs that carefully balance
ACE and DCE throughput (Section 4.1). Second, we introduce
an analog—digital arbiter and an instruction injection unit to
sequence operations and data movement between the ACE
and DCE (Section 4.2). Third, we introduce an error compen-
sation scheme specialized for the HCT (Section 4.3). Fourth,
we expose a novel software interface for DARTH-PUM (Sec-
tion 4.4), with per-HCT instruction injection units to reduce
the overhead of pop expansion and mitigate front-end stalls.

Matrix—Vector Multiplication Walkthrough. Figure 9
shows how a 2x1 vector is multiplied with a 2x2 matrix using
the analog side of DARTH-PUM, with three-bit inputs and
four-bit matrix elements. The matrix resides inside the ACE,
and the input vector is bit-sliced and placed at the ACE’s
input buffers (@ in Figure 9). At each cycle, a new bit of the
input is applied to each wordline (horizontal), performing
a one-bit MVM, and generating a vector of partial products
along each bitline (@). The resulting partial products are then
transferred from the ACE to the DCE via the on-chip network
and bit-striped across different arrays within a DCE pipeline
(©). Each element of the partial product vector corresponds
to a different element in the final output vector; therefore,
each element is stored on a separate row within the same DCE
vector register (@9). As the ACE computes the remainder of the
input bit positions, shift and add instructions are interleaved
and added to the Digital Issue Queues (@).

Astheresult of each bit-sliced input is generated by the ACE
andplacedin the DCE, shift and add operations are executed to
reduce the partial products. For clarity, we show the registers
without the bit-striped values (Figure 9b), though the data
remains in bit-striped format. After each bit slice is processed
by the ACE, the partial product is shifted by its corresponding
bit position using digital pops, e.g., the partial products of bit
position 1 (stored in register R1) must be shifted once into R3
(@). Similarly, the result of bit position 2 (R2) must be shifted
twice into R4 (@). Between each shift, addition instructions
accumulate a partial sum. Once all partial sums have been
accumulated, the final output vector is stored in R6 (@).

4.1 Interfacingthe ACE With the DCE

To support input bit-slicing, analog PUM architectures typ-
ically introduce dedicated shifter and adder SFUs that can
quickly recombine the partial products at the cost of signif-
icant chip area. Since our unoptimized hybrid PUM lacks
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(a) Bit-sliced MVM using DARTH-PUM

(b) DCE reduction with vector representation
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Figure 9. Unoptimized matrix-vector multiply with DARTH-PUM using ACE and DCE (gray components are unused).

explicit shifters and adders, the data must be written, shifted,
and added using Boolean PUM operations. This creates a new
performance bottleneck, as all three operations cannot inter-
fere with one another. Specifically, partial products cannot be
added until they have been shifted into the proper bit position.
Simultaneously, the analog arrays are producing new partial
products that must be written into the digital PUM arrays.

Figure 10a shows the timeline of the unoptimized MVM
shown in Figure 9. The inputs are bit-sliced. Thus, the ACE
executes three discrete MVM operations (orange operations
in Figures 9a and 10), producing three separate outputs that
must be written into the DCE. However, the DCE’s pipelines
can only write one row of data per cycle. Thus, for a pipeline
with N elements per vector register, it would take N cycles
to write the partial products to the digital pipeline. Further-
more, it would take another M cycles to shift the data into the
proper position (blue operations). This is due to each input
bit i needing to be shifted i bit positions to the left. Therefore,
for a pipeline with a width of N and a depth of M, it would
require N cycles to write followed by M cycles to shift the
data before the next set of partial products can be written to
the digital arrays. Furthermore, the digital PUM would then
need to execute bit-pipelined ADD operations prior to reading
the next set of data (red operations in Figure 10). Importantly,
these operations (write, shift, add) cannot be interleaved or
pipelined without disruptions to the DCE’s bit-pipelining
execution model, enforcing serialization.

To alleviate this bottleneck in DARTH-PUM, we imple-
ment a series of shift units that can place data into the correct
bit positions during each transfer from the ACE to the DCE,
and wait until the transfer completes before executing the
add operations in the DCE. Because the shift amount can
be predetermined based on the number of bits applied (e.g.,
1-bit inputs require a single shift), the shift units can write
the data into the DCE in a fixed manner without the need
for software intervention or reconfigurable interconnects. By
shifting during the data transfer, we gain three major benefits.

Analog Compute Element

(a) Unoptimized M MV:|M A

MVM Shift Add Shift Add

Digital Compute Element

Analog Compute Element

MVM | MVM MVM

Shift Unit
(b) Optimized
MVM
Add
Digital Compute Element Add
Time -

Figure 10. Sequence of operations for MVM.

First, waiting for all partial products can avoid paying the
warmup and cooldown costs of a shift operation per partial
product. Second, the rate at which ADCs produce data can be
matched with the rate at which the DCE can write data to its
arrays. Third, all outstanding ADD operations can be pipelined,
leveraging the benefits of digital pipelined PUM. Figure 10b
shows the resulting timeline after optimization.

Balancing Analog and Digital Array Counts. In ad-
dition to balancing the rate at which partial products are
produced and processed, we need to carefully decide how
to allocate the number of analog arrays in the ACE, and the
number of digital arrays in the DCE. To optimize the balance
between analog and digital arrays, sufficient arrays should
first be allocated to hold the matrices (or sub-matrices) needed
for the computation. Notably, this can mitigate the need for
writing to the multi-bit devices during computation, as stor-
ing data in analog devices can incur substantial latency over-
heads [7, 45]. Therefore, underallocating analog arrays may
cause disruptions during the computation.

As a second consideration, the number of analog and dig-
ital arrays also influences the amount of peripheral circuitry
required for analog computation. Specifically, when only few
arrays contain data required at any point in the computation
(e.g., a single layer of a neural network), fewer peripheral cir-
cuits are required as fewer arrays are active at any one point
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in time (i.e., arrays containing later layers may be inactive
while processing the earlier layers of the network).

The amount of parallel computation executed during the
application may also influence the type of peripheral circuits
required (e.g., SAR ADC vs. ramp ADC). In the case of the AES
algorithm, the matrix contains many rows, but few columns;
therefore, an ideal system would be able to convert many bit-
line outputs in parallel. While a ramp ADC consumes greater
area than an SAR ADC, it requires less power; we evaluate
the impact of ADC choice in Section 7.3.

The outputs produced by the analog arrays are effectively
wide-width row vectors (where each element is generated as
a bitline output). To recombine these into a single value, the
vectors must be added using the DCE. Therefore, the DCE
can be treated as an SIMD vector unit, where the number of
elements is equal to the number of rows. To account for this,
sufficient bandwidth as well as capacity must be allocated in
the DCE. For example, increasing the number of active arrays
will increase the number of digital pipelines required to store
and process the output data. Similarly, fewer active digital
PUM arrays may enable the architecture to tolerate longer
ADC latencies or fewer ADC units, as fewer outputs can be
processed per cycle.

4.2 Coordinating ACE and DCE Operations

Whereas analog-only PUM can be easily enabled via a series
of library calls (e.g., fixed-function fixed-width MVM), hybrid
PUM requires a more sophisticated interface. Our goal with
hybrid PUM is to deploy entire applications to the device.
Therefore, we propose a full ISA to execute analog and digital
operations and an accompanying library (Section 4.4). We
observe that digital ISA instructions can be made to only in-
teract with digital arrays; however, analog-type instructions
require coordination between both analog and digital arrays.
Therefore, we develop instructions to coordinate which can be
used to prevent analog and digital operations from interfering
with one another.

With our proposed ISA, instructions can be dispatched
to analog and digital arrays from a single instruction stream.
However, this creates two problems, which we describe below,
(1) analog and digital instruction interference, and (2) con-
tention for the digital PUM pipelines due to shift-and-add.

Mitigating Instruction Interference. First, analog and
digital instructions have different latencies and dependencies.
Notably, analog instructions may take hundreds of cycles to
execute (due to ADC overheads and I/O from the array); in con-
trast, digital operations may consume only up to tens of cycles
(in the case of a Boolean primitive). Thus, even though the ana-
log instruction may consume hundreds of cycles (e.g., MVM),
the entire MVM should appear atomic (i.e., new digital in-
structions should not interleave with the reduction sequence
in Figure 9c), without disruption from digital instructions.
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Therefore, to manage the instruction sequence and prevent
instructions from colliding, we provide an arbiter in hardware,
which limits an array to either analog or digital operations.
Importantly, this also provides serialization, ensuring that a
younger instruction cannot execute until an older instruction
has completed. Therefore, a digital instruction that has depen-
dence on a prior analog instruction (e.g., ReLU after an MVM)
will be stalled until after the analog MVM has completed.

Over the course of the analog matrix multiply, numerous
partial products are generated and placed in the digital vector-
registers. This creates a potential for existing data to be over-
written in hybrid PUM. Recall that partial products are shifted
and placed into the digital arrays before any products are sum-
mated. Thus, these products may require up to N temporary
vector registers for an N-bit input. Without a mechanism to
determine which vector registers are available or unavailable,
the analog arrays may overwrite data inside “live” vector reg-
isters. Unfortunately, dynamically determining which vector
registers may and may not be used to to store intermediate
values could add substantial cost. To prevent data corruption,
we introduce a pipeline reserve instruction for DARTH-PUM,
which allocates a pipeline, effectively marking all data stored
in the pipeline as “dead.” Notably, this data can be efficiently
moved to another pipeline prior to executing the MVM in-
struction, and this constraint can easily be enforced by either
a compiler or runtime system.

Reducing Issue Logic Stalls. In addition to the shift-and-
add, the add sequence may consume hundreds of additional
micro-ops to combine the partial results. Recall that digi-
tal PUM implements Boolean operations; therefore, a single
ADD instruction may be decomposed into tens of Boolean op-
erators (Figure 9c). Therefore, relying on the issue logic to
recombine the partial products would consume substantial
bandwidth and cause the issue and dispatch logic to stall on
every MVM until all partial products have been generated
and combined. To mitigate these overheads, we introduce
a hardware instruction injection unit (IIU) in DARTH-PUM.
We leverage the observation that the same instruction, ADD,
is executed sequentially and repeatedly but with the only
change being the vector register arguments. Thus, the IIU
can be implemented as a small table and a counter, which is
able to issue the Boolean operation sequence directly to the
digital pipelines. By adding the IIU, DARTH-PUM can free up
its front-end issue logic to issue instructions to other HCTs.

Moving Data Between the ACE and the DCE. Even with
optimizations of allocations, applications require shuffling of
databetween analog and digital arrays; however, the operands
in the two discrete systems operate on different axes. Specif-
ically, analog PUM applies a row-wise (wordline) input, but
combines in a columnar direction (bitline). In contrast, digital
PUM stripes data column-wise, where each piece of data is a
different bitline, but computes row-wise (e.g., activating two
different bitlines along the same row produces a new bit in
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a new bitline). Therefore, data that crosses between analog
and digital requires transpositions.

To accelerate this, we introduce a transposition unit, which
assists during both MVM computation and data storage. First,
when input bit-slicing is enabled, the output of the analog
array contains a vector of partial products. To combine the sub-
sequent partial products (e.g., prod; + prod;. 1), the vector must
be shifted and subsequently added to the next output vector.
Importantly, each element of the output vector i must interact
with the corresponding element of vector i+1. To place the
outputs correctly in the digital arrays, the analog row vector
must be transposed into a column vector (i.e., placed into a vec-
tor register). Notably, this transposition must occur for each
partial product. Second, when data (e.g., a copy of a matrix) is
moved from digital to analog or vice-versa, that data must be
transposed. When a matrix is stored in the digital arrays, each
vector register (column) is allocated to a column of the matrix.
When the matrix is programmed into an analog array, each
row contains the data stored in the digital vector register.

Supporting Non-Vector Operations. RACER only pro-
vides support for vector copy operations, thereby incurring
high overheads when only specific elements of a vector reg-
ister are required. To retrieve a singular element, the digital
PUM must first copy a vector, apply an element-wise mask,
and execute an AND operation. Furthermore, because the digi-
tal PUM is pipelined, the AND must be applied sequentially to
every bit before the next operation can proceed. This overhead
can be prohibitively expensive in applications that require
loading only a single element based on an address specified in
the vector register (e.g., AES SubBytes). Notably, this would
require the entire vector copy and AND sequence for every
element in the vector register (e.g., 64X vector copy + 64X AND
operations for a 64-element vector register).

To alleviate this, we implement element-wise loads and
stores, which sequentially fetches the address specified by
each element in the register. On each cycle, a row of digital
PUM is read out, which is used as an address. The digital PUM
can then read the data from an adjacent pipeline (again in one
cycle) and transfer it back to the original pipeline. In the case
of AES, other pipelines may be pre-loaded with the S-box (e.g.,
for SubBytes) or other plaintexts to encrypt. For other appli-
cations (e.g., ML), these pipelines may store weight matrices
for layers not actively in use. To reduce complexity, we limit
the address range of the load and store to only digital pipelines
within the same Hybrid Compute Tile (see Section 4).

Expanding to Large-Width Operands. Analog acceler-
ators usually target specific bit-width operands (e.g., 8b), and
design their post-processing digital logic with these outputs
in mind; however, given the flexible nature of digital PUM, a
hybrid system can be dynamically configured to handle both
different bit width operands and support analog devices with
a different number of bits per cell. For example, an application
may elect to use 8b operands, which are distributed across
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2x4b arrays. Alternatively, the same application may require
higher-precision, thereby limiting the devices to 2 bits per
cell, requiring 4x2b arrays. Notably, the only change in post-
processing is the shift lengths and arguments needed for the
ADD operation.

To support variable bit-widths, we introduce the idea of
a virtual analog core (vACore). A vACore logically combines
multiple analog arrays within a single analog compute ele-
ment together to support wide-width operands. Additionally,
allocating a vACore configures the shift units as well as the
instruction injection unit to transparently implement the
shift-and-add sequence. The vACores can be tracked through
firmware and can be changed when the application requests
either a different bit width, or the number of bits per cell stored
in the arrays. Using the vACore abstraction, applications can
dynamically adjust precision (based on the number of bits per
cell) and support larger matrix values. Note that to reduce
complexity, the HCT can only have vACores of the same bit
width at a time.

4.3 Compensating for Errors

As noted in Section 2.2.1, analog MVMs are susceptible to
noise. Therefore, for accuracy-critical applications, errors
during the computation in the analog domain can lead to
incorrect results. For example, during AES encryption, an
error during the MixColumns operation can change the ci-
phertext in a way that prevents decryption. In our analysis,
we observe that using the analog PUM arrays in SLC mode
is insufficient to ensure an error-free approach. To mitigate
these concerns, we develop a parasitic compensation scheme
to mitigate against analog non-idealities.

Our parasitic compensation scheme consists of two compo-
nents: (1) a remapping technique, in which the matrix values
are stored using alternative representations; and (2) a post-
processing error-correcting code (ECC) compensation factor,
which is applied using the DCE. Figure 11 shows the original
values, data remappings, and compensation factor.
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Figure 11. Steps for parasitic compensation scheme.

Our remapping technique leverages the observation that
the AES matrix is strictly positive. This means that each de-
vice along a bitline contains a bit value of 0 or 1. Recall that
we use differential cell pairs (Section 2.2.1); therefore, because
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the matrix is entirely positive, the device storing the nega-
tive value is always storing a 0. Thus, the current down each
column becomes relatively large causing large IR (current/re-
sistance; i.e., Ohmic) drops along the positive bitline [153]. To
mitigate these behaviors, we remap the bit values 0/1 to -1/+1,
respectively, using differential cell pairs [151]. By remapping
values from strictly positive to both positive and negative,
the currents down each bitline are reduced, which brings the
effect of IR drop below one ADC least significant bit level (i.e.,
it will no longer cause the ADC to read out an incorrect value).

To further reduce the effects on non-idealities, we leverage
the sparsity of the matrix and input vector, as well as the fixed
number of inputs, to reduce the magnitude of the error. Specif-
ically, we combine the observation that the input vectors are
sparse and contain a fixed number of 1s. For example, AES
has a total of four 1s in the input vector. Additionally, we can
scale the range of the matrix values from [-1, 1] to [-0.5, +0.5],
effectively reducing the computed value by half. By reducing
the range of the values, we can simultaneously reduce the
magnitude of the noise. To re-scale the output to the correct
value, a post-MVM factor can be applied to the result of the
MVM. In the case of AES, a scale factor of 2 is applied as an
addition during post-post processing (4x0.5).* Importantly,
this post-processing is applied to the entire output vector (i.e.,
all output values of the ACE). Note that this operation can
be efficiently realized using a vector operation in the nearby
DCE, which can then be used to execute subsequent PUM
operations. Our parasitic compensation scheme leverages
algorithm insights to effectively mitigate noise by leveraging
both analog and digital PUM, further highlighting the benefits
of hybrid PUM.

As noted in Section 2.2.1, differential cell pairs are not ex-
clusive to AES and can be broadly applied to all applications of
DARTH-PUM. To generalize, the remapping technique lever-
ages prior work in parasitic compensation [150, 153], which
highlights the effects of current cancellation. Similarly, the
parasitic compensation factor can be extrapolated by know-
ing the relative sparsity of the input vector and the relation
the stored matrix.

4.4 Software Support

Tracking the internal state of HCTs, including parameters,
across the entire chip can provide a burdensome task for pro-
grammers. Therefore, to ease programmer complexity when
using DARTH-PUM, we provide both a library and a full hy-
brid ISA. The library is comprised of two types of commands:
application-agnostic and application-specific. Using these li-
brary API calls, the explicit handling of vACores can be made
transparent to the programmer.

Application-Agnostic Commands. Application-agnostic
commands provide general-purpose MVM support and trans-
parently manage the ACE-DCE dataflow without making any

4Figure 11 uses a factor of 1(2x0.5).
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Table 1. List of DARTH-PUM library calls.

API Call Description
Application-Agnostic Calls
allocVACore() Allocates a vACore on an HCT, based on
elementSize and bits per cell. Initializes the
HCTs with the shift-and-add pop sequence.
setMatrix() Allocate and store a matrix with the required
number of HCTs.
execMVM() Execute MVM between matrix and vector.
updateCol () Updates a column of a matrix on HCTs.
updateRow() Updates a row of a matrix on HCTs.
disableAnalogMode() Disables ACE and copies matrix from analog
to digital arrays.
disableDigitalMode() Disables DCE post-processing.

Application-Specific Calls

AES_initArrays() Reserve HCTs. Copies S-box to DCE. Sets the

matrix needed for MixColumns in the analog
arrays.

Encrypt/decrypt. Optional argument for
input key.

Allocates and stores the model layers to HCTs.
Mapping is done as a per-layer distribution.
Executes inference operation.

Changes the activation function used
between layers during inference.

Allocates and stores encoder/decoder on
HCTs.

LLM_runInference() Execute inference operation.

LLM_changeActivation() Changes the activation function used
between layers during inference.

AES_<en/de>crypt()
CNN_setModel ()

CNN_runInference()
CNN_changeActivation()

LLM_build<En/De>coder ()

assumptions on the intended workloads. These commands
can be used by programmers with minimal a priori knowl-
edge of the underlying hardware (e.g., that it has analog and
digital PUM). As seen in Table 1, these commands enable pro-
grammers to allocate and interface with the stored matrices
in DARTH-PUM. For example, to store a matrix in the HCT,
a user would use the setMatrix() operation, which takes
three arguments: the matrix, elementSize (which refers to the
bit width of each matrix element), and the level of bit precision
required by the programmer. To reduce complexity, we elect
to have bit precision be a scale (e.g., 0-2), which we map to
1 bit per device, half of all possible bits per device, and the
maximum possible number of bits per device. For an 8b device,
this would correspond to 1, 4, and 8 bits per cell, respectively.
Using this information, the runtime system can allocate the
number of HCTs required to store the matrix without any
more programmer input.

Application-Specific Commands. For our evaluated work-
loads, we develop application-specific commands better tai-
lored to high-level APIs. We develop these commands for users
with minimal to no knowledge of the underlying hardware.
Therefore, these API calls are designed to closely model high-
level functions, while including sufficient meta-information
to enable the system to map the computation to DARTH-PUM.
For example, the setModel () command used for CNNs can
build the DARTH-PUM mapping by allocating HCTs on a
per-layer basis. setModel ()-specific layer types (e.g., fully
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connected, convolution) are mapped to analog arrays within
the HCT, while leaving other computations (e.g., bias, activa-
tions) in the digital PUM. Additionally, to elide the complexi-
ties of analog PUM and precision, the bit-precision parameter
is abstracted as an “accuracy” target, which is exposed as a
scale to the programmer. We design the accuracy parameter to
mirror the performance-accuracy trade-off between storing
more bits per cell and fewer HCTs, versus fewer bits per cell
and more HCTs, which affects total throughput.

Assisting Expert Programmers. To support new applica-
tions and enable greater flexibility for expert programmers,
we include a full hybrid ISA. Additionally, we provide an ad-
ditional set of commands to directly manage the vACores on
the HCT, enabling (1) the ability to allocate the vACores on
an HCT, (2) the precision at which they are operating, and
(3) updates to the data stored inside the HCT. Note that these
commands are hardware-centric, enabling the programmer
to directly change the configuration of the HCT, whereas the
application-agnostic commands are matrix-centric, enabling
programmers to work at both the individual array or software
levels. The combination of the ISA and application-agnostic
commands provides developers with the flexibility to create
their own custom mappings from applications to DARTH-
PUM. Similarly, these functions enable expert programmers
toleverage the wealth of prior work on analog and digital map-
ping techniques [7, 25, 45, 122, 125, 151] to improve different
metrics (e.g., throughput, precision, latency, peripheries). For
even greater flexibility, we provide options to enable or disable
the ACE or DCE within each HCT, allowing developers to
more precisely customize where computation is performed.

5 Applications

We describe how DARTH-PUM can be used to improve the
performance of three different applications, convolutional
neural networks, LLM encoders, and AES encryption.

5.1 Convolutional Neural Networks

Convolutional neural networks (CNN) have been widely ex-
plored as part of the analog PUM literature. Although various
analog accelerators exist [19, 122, 150], they are often engi-
neered for a specific set of functions (e.g., activation functions)
or neural network topology. Of the main operations needed
for CNN execution (convolution, fully connected or FC lay-
ers, downsampling, pooling, activation functions, and batch
normalizations), only convolution and FC layers can make
use of analog MVM. Therefore, each layer requires some de-
gree of extra digital logic (i.e., specialized function units), in
some cases [40, 91, 122] requiring periphery for dedicated
shift-and-add network, in addition to the expensive analog
periphery.

In contrast, with DARTH-PUM, the entire CNN pipeline
can be executed on a single chip without the need for SFUs.
We place the layers of the neural network (matrices) into the
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analog arrays, while reserving digital pipelines for input vec-
tors. Convolution layers leverage a Toeplitz expansion [132]
that maximizes the number of rows. To handle layers which
exceed the size of the arrays, we decompose the MVM into
a series of MVMs, which are issued sequentially. Once the
operations have completed, including the shift-and-add, the
results are combined in the digital pipelines by using vector
COPY instructions from different pipelines followed by ADD
operations. We leverage digital PUM to implement the remain-
ing auxiliary functions that analog PUM would have needed
external support for (e.g., pooling, activation functions). For
increased efficiency, inputs can be batched by storing multiple
sets of inputs in the inactive digital pipelines. This presents a
cost trade-off, as indefinitely increasing the batch size may
affect performance due to the numerous in-flight operations.

5.2 LLM Encoders (Transformers)

LLM encoders are widely used in modern ML applications [22,
134] (e.g., LLMs). Specifically, these encoders rely on atten-
tion mechanisms [141], which require softmax, square root,
and layer normalization. These operations cannot be acceler-
ated using only analog PUM. Therefore, in place of dedicated
digital logic, DARTH-PUM relies on its DCE to realize the
non-MVM operations using IBERT [65] algorithms.

Unfortunately, not all of the encoder’s MVM operations
can be easily mapped to DARTH-PUM’s ACE. Specifically, the
matrices used in the attention mechanism rely on dynamic
updates, which can create disruptions, as analog PUM requires
more time and energy to program compared to digital PUM,
potentially leading to long overheads. Therefore, we execute
the computations needed by the attention mechanism in the
DCE, while executing the feed-forward network (FFN) using
the ACE, without the need for additional SFUs.

5.3 Advanced Encryption Standard

As noted in Section 3, the AES algorithm encrypts a 16 B
plaintext using successive rounds of four main functions,
SubBytes, ShiftRows,MixColumns,and AddRoundKey, which
begin after an AddRoundKey intialization step. In the last (10th)
round, only SubBytes, ShiftRows, and AddRoundKey are ex-
ecuted. AES-128 executes 10 rounds (for a 128-bit key), while
AES-192 and AES-256 execute 12 and 14 rounds, respectively.
Figure 12 shows how each step of AES is mapped to DARTH-
PUM. SubBytes (@), ShiftRows (@), and AddRoundKey (@)
are all executed using the DCE. The MixColumns step (€))
leverages the ACE for efficient execution.

During SubBytes, each byte of the plaintext is replaced
with a byte from the S-box. Therefore, we store the S-box in
an unusued pipeline within each HCT. Because the requested
bytes may not be contained in a single vector register, the
DCE uses the new element-wise load instruction (Section 4.2)
to access the S-box pipeline data.

ShiftRows requires a cyclic left shift depending on the row
of the block plaintext (e.g., row 1 is left shifted 1 full byte). We
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Figure 12. Dataflow for AES encryption.

implement this using pipelined left shifts; however, because
there is no left terminal buffer, which could be used to shift the
most-significant bit to the least-significant bit, we implement
pipeline reversal and right shift operation. As part of this
pipeline reversal macro, the entire digital pipeline is drained,
followed by shift operations propagating in reverse mode.
Note that we must fully drain the pipeline to preserve data
integrity (e.g., reversing the pipeline while instructions are
still present in the issue logic may cause only a subset of the
bits to have the instruction applied).

MixColumns can be implemented as an MVM between the
input and a predetermined matrix, followed by a modulus
operator over a Galois field [13]. Alternatively, lookup tables
may be used, where the indexes are denoted by a vector. Post-
lookup (or MVM), an XOR is applied to the resulting bits to
compute the final result. We use this insight to perform the
MixColumns step in the analog domain by pre-storing the
fixed matrix inside the analog arrays using 1-bit cells. There-
fore, each bitline corresponds to an output of the MixColumns
operation. Our key insight leverages the observation that al-
though we could convert the full N-bit output from the ADC,
only 1-bit is needed due to the subsequent XOR. Specifically,
this implies that the ADC can be limited to 2-bits (e.g., SAR
ADC), or can terminate after iterating through the 2-bits (e.g.,
ramp ADC), saving both energy and time.

6 Methodology

We model our system using a heavily modified version of
MASTODON [8], a cross-stack simulator for digital PUM. We
integrate MASTODON with CrossSim [28], a high-fidelity
analog crossbar simulator, which faithfully models peripher-
als (e.g., ADCs, DACs) as well as analog non-idealities. We use
the MILO model [89] with CrossSim to capture programming
noise and parasitics. We model a DARTH-PUM chip running
at 1 GHz, based on prior SPICE-based circuit simulations. Ta-
ble 2 shows the configuration of each HCT in DARTH-PUM.

We compare DARTH-PUM to a Baseline configuration
that contains an Intel Core i7-13700 [50] CPU and a 1.5 GB
ReRAM analog PUM accelerator. We perform iso-area com-
parisons, where DARTH-PUM fits in the area of only the CPU
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Table 2. Hybrid compute tile configuration.

1 Digital Compute Element
Number of Pipelines | 64
Pipeline Depth 64 arrays
ReRAM Array Size | 64 X 64
1 Analog Compute Element
Number of Arrays |64
ReRAM Array Size |64 X 64
Number of ADCs SAR: 2; Ramp: 1
ADC Latency SAR: 1 cycle; Ramp: 256 cycle

(2.57 cm?), with all hardware parameters scaled to 15 nm to be
consistent with prior work [102, 131, 137]. Table 3 shows the
area breakdown for a DARTH-PUM HCT. We derive our ADC
parameters from prior work on ramp ADCs [150] and SAR
ADCs [70], and incorporate a modified front-end module from
the MPU [136]. With SAR ADCs, an iso-area DARTH-PUM
chip contains 1860 HCTs (total memory capacity: 4.1 GB),
while with ramp ADCs it contains 1660 HCTs (3.7 GB).

Table 3. Area and power for HCT hardware.

DCE Area (um?) ACE Area (um?)
ReRAM Array 240 ReRAM Array 240
Pipeline Control 74000 Input Buffers 27000
10 Ctrl 9600 Row Periphery 13000
Decode & Drive 280 SAR/RAMP ADC | 600/3800
Pipeline Select 64 Sample & Hold 62
HCT Area (um?) HCT Area (um?)
Shift Unit 946 Transpose Unit 1760
A/D Arbiter 0.6 Instr. Injection Unit 42
Front End (shared by 8 HCTs; 63 mW power) 87000
Component [Power (nW)] Component [Power (mW)
Array (Bool Ops) 8 Row Periphery 0.7
Pipeline Ctr 1.6 SARADC 1.5
S&H (Analog) | 2.1x107° Ramp ADC 1.2

To demonstrate the flexibility of DARTH-PUM, we evaluate
it with three applications: (1) AES [94] encrypt, (2) ResNet-
20 [39, 112] inference with the CIFAR-10 dataset [69], (3) an
LLM encoder [141]. We use PyTorch [28, 105] implementa-
tions of ResNet-20 and the LLM encoder, and use open-source
implementations for AES on CPUs [103] and GPUs [76].

We compare DARTH-PUM to four architectures in our
evaluation: (1) Baseline, our Intel CPU with an analog PUM
accelerator; (2) DigitalPUM, an iso-area 5.3 GB RACER [137,
138] chip with one front end per 8 clusters (running at 1 GHz
using the OSCAR logic family [138], with two pipelines active
per cluster to stay within thermal limits); (3) AppAccel, which
compares against different application-specific accelerators;
and (4) GPU, an NVIDIA GeForce RTX 4090 [97]. CPU and
GPU runs are performed on real hardware, with data collected
using performance counters.

AppAccel represents a different design for each application.
For AES, AppAccel uses Intel’s AES-NI [115] accelerator. For
ResNet-20, AppAccel uses a ReRAM version of a state-of-
the-art CNN accelerator [150], which uses a ramp ADC and
current integrators for the shift-and-add and peripheral ALUs.
For LLM encoding, AppAccel is modeled after an ISAAC-style
accelerator [122], with SAR ADCs and an SFU from recent
work [125] that implements all supplemental functionality
(e.g., shift, add, sqrt, ReLU, layernorm).
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7 Evaluation

For most of the evaluation, we compare DARTH-PUM to Base-
line, DigitalPUM, and AppAccel, iso-area to the Baseline CPU.
We use SAR ADC:s for all four configurations as it leads to
overall improved performance; we show the effect of using
ramp ADCs in Section 7.3. We conduct iso-area comparisons
with GPU in Section 7.4.

7.1 Performance

Figure 13 shows the iso-area throughput of each configuration
across the three workloads that we examine. We make four
observations from the figure. First, we observe that DARTH-
PUM provides an average throughput improvement of 31.4x
over Baseline, with sizable benefits for all three applications
over both Baseline and DigitalPUM. This illustrates DARTH-
PUM'’s ability to adapt across a variety of applications.

@ DigitalPUM B DARTH-PUM W AppAccel
80
-
2 60
K-
3 40
[
£ 20 j
0
AES ResNet-20 LLMEnc GeoMean

Figure 13. Throughput normalized to Baseline. AppAccel-AES
uses an AES-NI accelerator (yellow), while the other AppAccel
configurations use analog PUM accelerators (red).

Second, we observe that for AES, DARTH-PUM outper-
forms AppAccel by 36.9%. To investigate the source of these
benefits, Figure 14 breaks down the execution time spent by
each configuration on the individual kernels of the AES al-
gorithm. We find that the latency of a single encryption in
DARTH-PUM improves by 53.7% over Baseline. These savings
predominantly come from DARTH-PUM'’s ability to (1) re-
duce inter-kernel data movement; and (2) employ analog
PUM to significantly reduce the MixColumns kernel latency,
for which it provides an 11.5X improvement over DigitalPUM.
Combined with Figure 13, we conclude that DARTH-PUM’s
throughput benefits over Baseline come from a combination
of reduced execution time and increased parallelism.

Third, we observe that DARTH-PUM approaches AppAc-
cel’s throughput for ResNet-20, coming within 26.2%. As we
can see from Figure 15, similar to AES, DARTH-PUM’s im-
provement over Baseline throughput is not just a result of
improved inference latency (which decreases by 40.0%). In the
case of ResNet-20, AppAccel sacrifices a significant amount of
its chip area for the SFUs needed to compute each of the model
layers, reducing the amount of parallel inference calculations
it can perform in an iso-area comparison. DARTH-PUM’s
HCT design is significantly more area-efficient than AppAc-
cel’s analog PUM plus SFU design, allowing it to make up the
throughput gap.
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Figure 14. Kernel latency breakdown for AES, normalized
to Baseline.
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Figure 15. Per-layer speedup for ResNet-20 during inference,
normalized to Baseline.

Fourth, we observe that while DARTH-PUM still falls short
of AppAccel for LLMEnc, it significantly bridges the gap
compared to other prior architectures. The main reason that
DARTH-PUM falls short is because 71% of the total execu-
tion time is spent on non-MVM operations (e.g., softmax,
ReLU, layernorm), which AppAccel performs with multiple
highly specialized SFUs. Compared to Baseline, DARTH-PUM
achieves a 45.6X benefit.

We conclude that DARTH-PUM is effective at providing
large performance benefits over other multi-domain architec-
tures, and captures many of the benefits of application-specific
architectures without the need for any SFUs.

7.2 Energy

Processing data locally using DARTH-PUM can provide sub-
stantial energy savings compared to Baseline, which relies
on the CPU to do non-matrix operations. Figure 16 shows the
normalized energy required to execute each application. From
the figure, we observe that DARTH-PUM achieves an average
savings of 66.8X compared to Baseline. When we compare
DARTH-PUM to DigitalPUM, we observe energy savings of
2.0x. Notably, this reduction in energy comes from the sub-
stantial reduction in digital Boolean operations required to
execute the MVM and matrix multiply operations. Across the
three applications, we observe that DARTH-PUM achieves
competitive energy savings with AppAccel, though its biggest
shortfall is for ResNet-20, due to its MVM-heavy nature.
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Figure 16. Energy savings, normalized to Baseline (y-axis in
log scale). AppAccel-AES uses an AES-NI accelerator (yellow),
while the other AppAccel configurations use state-of-the-art
analog PUM accelerators (red).

Overall, we conclude that DARTH-PUM deliversits through-
put improvements with significant energy savings across our
mix of applications.

7.3 Impact of Analog-to-Digital Converter Choice

In this section, we explore whether using ramp ADCs instead
of SAR ADCs produces any benefit for those architectures
that include analog PUM (see Section 4.1). Figures 17a and
17b show the performance and energy savings, respectively,
with both SAR and ramp ADCs. We make two observations
from the figure. First, for DARTH-PUM, we find that SAR
ADCs outperform ramp ADCs by 1.5%, while achieving 99%
of the energy savings. This is because across our applications,
Boolean PUM operations are responsible for over 88.1% of the
total energy consumption (9.4% is consumed by the front-end
unit), minimizing the ADC’s impact on energy. The applica-
tion that benefits most from using SAR ADCs is ResNet-20,
due to its extensive use of analog PUM. Second, the only ap-
plication for which ramp ADCs outperform SAR ADCs is
AES, due to an additional optimization opportunity in the
MixColumns kernel. This is due to two reasons: (1) we can ter-
minate the ramp ADCs early because we need to check only
four bit states (bringing its latency down from 256 cycles to
four); and (2) while the ramp ADCs can convert all 64 bitlines
concurrently, the SAR ADCs are multiplexed across multiple
bitlines, reducing their throughput.
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Figure 17. Comparison of SAR ADCs vs. ramp ADCs,
normalized to Baseline: SAR.
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7.4 Iso-Area Comparison With GPU

Figure 18 shows an iso-area comparison between DARTH-
PUM and the NVIDIA GeForce RTX 4090 [97], a state-of-
the-art GPU. From the figure we make three observations.
First, on average, DARTH-PUM achieves a 11.8X and 7.5X
throughput and energy improvement, respectively, over the
GPU. Second, DARTH-PUM’s improvements for AES are sig-
nificantly lower than those over Baseline, because the AES
lookup tables are small enough to be cache-resident in the
GPU, enabling it to achieve high throughput. Third, LLM en-
coding observes a very large energy savings over the GPU
with both DARTH-PUM and DigitalPUM, because it can ac-
celerate the full encoder operations using PUM. We conclude
that DARTH-PUM offers promising benefits over GPUs across
our range of applications.
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Figure 18. Iso-area comparisons to state-of-the-art GPU.

7.5 Impact of Device Non-Idealities & Noise

Because of its use of many conductance levels per cell, ana-
log computation in memory is highly susceptible to inherent
noise and non-idealities that occur in many memory devices.
Key sources of these errors are programming noise, various
device parasitics (e.g., IR drop), read noise (i.e., error sources
during read/MVM operations), cell drift (i.e., the device con-
ductance can change over time, and for a few device technolo-
gies, at random), “stuck-at” faults (i.e., devices may become
stuck at a fixed conductance state and cannot be overwrit-
ten correctly), and manufacturing process variation.” While
CrossSim models the first two error sources in detail, all five
can contribute to errors in DARTH-PUM.

Various mitigation techniques, including previously pro-
posed ones for analog PUM and our parasitic compensation
scheme (Section 4.3), can address these errors sufficiently. For
example, recent works have demonstrated how to increase
ReRAM programming precision [129], how to partially miti-
gate read noise using input bit-slicing [151] (which we incor-
porate in DARTH-PUM), and how to use digital-style error-
correcting codes (ECC) to mitigate “stuck-at” faults [86]. Even
without these techniques, for ResNet-20 using the CIFAR-10
dataset [69], we observe an end-to-end accuracy of 75.4%,

SFor an in-depth discussion on noise and mitigation techniques, we refer
the reader to prior work [149, 151].



DARTH-PUM: A Hybrid Processing-Using-Memory Architecture

matching the accuracy of Baseline and AppAccel. Similar to
prior work [53, 74, 111], for use cases that need very high accu-
racy, select MVM operations can be migrated to digital PUM.
To faithfully report a comprehensive reliability for DARTH-
PUM requires detailed chip-level variation/noise models and
extensive datasets for device fabrication metrology, which
we leave for future work.

8 Related Works

Hybrid Analog-Digital PUM. Prior works have proposed
hybrid analog-digital PUM as application-specific accelera-
tors. Jin et al. [54] propose a hybrid system for training CNNs.
Similarly, Liu et al. [85] use hybrid PUM for hyperdimensional
computing. Even though some digital operations are realized
in PUM, many of these proposals still use additional periph-
erals (e.g., ALUs, SFUs). Works such as SPRINT [161] focus
on accelerating the attention mechanism inside the encoder,
but leave opportunities to improve the feed-forward network.
DARTH-PUM uses high-performance digital PUM pipelines
to realize non-MVM operations and balances data transfer
and processing between analog and digital PUM.

Other works [53, 111] attempt to increase reliability by
decomposing applications or operands into analog or digital
PUM based on their importance in the overall computation.
This remapping can be done at the application level [18, 125]
wherein low-precision analog PUM is used for computations
less critical to end-to-end accuracy, and high-precision digital
PUM is used for computations more critical to the compu-
tation. DARTH-PUM is amenable to such optimizations by
carefully mapping the data into the ACE and DCE.

Recent works mix multiple memory device technologies [ 10,
68, 145, 156, 167, 168] for accelerating specific applications.
These approaches introduce integration complexities that can
significantly raise fabrication prices and hurt yield. DARTH-
PUM uses a single memory device technology to improve man-
ufacturability, while benefiting multiple applications with the
same chip.

Analog Accuracy. Non-idealities present areliability prob-
lem for systems leveraging analog MVM. Therefore, many
prior works have examined improving the reliability of analog
MVM for different applications, from ML [3, 26,42, 43, 74, 125,
146, 151] to scientific computing [25,27,126]. DARTH-PUM is
amenable to these prior works, as it can support different data
layouts or additional circuitry for reliability. Furthermore,
this work develops a novel parasitic compensation scheme
that leverages both analog and digital PUM to achieve high
performance with low error counts.

Analog CAMs. Beyond MVM, prior work [78, 107, 108,
169, 170] has proposed to use analog devices for content-
addressable memories (CAMs). At their core, these devices op-
erate similar to SRAM-based CAMs, though analog CAMs are
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capable of multi-bit matching, increasing both their through-
put and densities. Therefore, these devices have been applied
workloads including tree-based machine learning [107, 108],
CNNs and DNNs [169], transformers [170], and network rout-
ing [78]. Although promising, these devices are susceptible
to noise, limiting their generalizability to noise-susceptible
applications (e.g., AES), and are unable to handle control flow,
both of which are achieved by DARTH-PUM.

ADC-Less Analog. The overheads associated with analog
periphery can reduce the overall benefit of analog MVM ac-
celerators. Therefore, prior work [95, 96] has attempted to
mitigate these overheads by co-designing the hardware and
algorithm to use lower-precision ADCs [47, 67], or in some
cases removing them altogether [16, 66, 83, 95, 96, 117, 157]
However, these proposals often rely on specific functions
known a priori, or assumptions on the specific application of
interest and datasets (e.g., approximators for ReLU in DNNs).
In contrast, to maintain flexibility, DARTH-PUM continues
to use conventional ADCs, enabling it to be broadly used by a
wide variety of applications.

9 Conclusion

Both analog and digital processing-using-memory contin-
ues to be a promising solution towards alleviating costs of
data movement. DARTH-PUM provides a complete hybrid
analog-digital PUM system with ISA, which can be used to
accelerate a variety of applications from machine learning to
cryptography. We demonstrate that DARTH-PUM can pro-
vide speedups of 59.4%, 14.8%, and 40.8% over an analog+CPU
baseline for AES, ResNet-20, and LLM encoders, respectively.
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